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ABSTRACT

Shared CROMERR Services (SCS) is a group of
web services aimed at making the
implementation of CROMERR easier. EPA is
working to address some of the pain points that
early adopters have faced.
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What is SCS?
 Shared CROMERR Services

* Group of web services

* Covers 4 things:
— Registration and Account Management
— |dentity Proofing
— Signature Device
— Signature Ceremony and Copy of Record



Background

Shared CROMERR History

Exchange Network Shared CROMERR Services Website

09/27/2012 - Shared CROMERR Charter (18 States) Shared CROMERR Projects (19°)
10/18/2012 - Component Guidance and Recommendations e e TR
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11/15/2012 - Exchange Network/Grant Applicant Outreach (e.g. vote) : nnnnn
03/14/2013 - Application Status and Outreach Results = E
03/30/2013 - Prototype SCS services and offer SCS Toolkit E— ‘5
2013 — 2015 — Integrated Project Teams for State Partners 1 \
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http://www.exchangenetwork.net/shared-cromerr-services-ipt/
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Shared CROMERR Toolkit

Services & Documentation

Getting Started with Shared CROMERR:
* Kickoff Meeting
¢ Identify Shared CROMERR Component Goals
* CROMERR Toolkit
Access Authority

Baseline CROMERR Checklist & Attachments
Contractual and Project Planning Package

[:'.Q.Development Toolkit

P Example Shared CROMERR Demo Application
i)

'»

http://www.exchangenetwork.net/shared-cromerr-services-ipt/

Shared CROMERR Demo Application

ea]a' e Home Register
g
API Trace
Shared CROMERR Services Demonstration Hone
This is @ demonstration of the Shared CROMERR Services within a responsive ===  coorarree |
ul

Training Reference

Login Register Now
you have into it
;ES here. ‘

you da not have a SCS account, you
@ here

Login »
Ragister »

Privacy Statement

use the personal ider

expressed purpose of registration 1o the Shared Croms
make this information available for other pur

https://dev.epacdx.net/SharedCromerrServicesDemo
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What does SCS look like?



N AEERS - Microsoft Visual Studio (Administrator) ¥ L3 Quick Launch (Ctrl+ Q) P - 7

FILE EDIT VIEW PROJECT BUILD DEBUG TEAM TOOLS TEST ARCHITECTURE ANALYZE WINDOW  HELP Sign in
-0 B-UWW b intemet Explorer - ¢ - Debug - P _ ta I RA2m_. D-5%S.
g Source Control Explorer submissionreceipt.aspr.cs # X submissionreceipt.aspx ~  Solution Explorer > ox
; &1 WebApp - *#3 WebApp.External submissionreceipt - @, SubmissionReceiptRepeater_ftemDataBound(object ~ @ -2l o &
s 1 AEERS.SCS.UserManagementService.RegisteredUserType scsUser = SCSUserManagement.RetrieveUser (UserNamelLabell.Text); ==
& L AEERS.S(S.51 i f i = new i 2 . Search Solution Explorer (Ctrl+;) P~
o - .SignatureAndCorService.UserType sigSCSUser = new AEERS.SCS.SignatureAndCorService.UserType() -
{ sk Solution 'AEERS' (11 projects)
3 FirstName = scsUser.Firsthame,|
9 irstName = scsUser.Firstlame, b Ml BatchStuff
§ MiddleInitial = scsUser.MiddleInitial,
= LastName = scsUser.LastName,
= UserId = scsUser.UserId
A -
}
5 B b & & Properties
m
El var tempSCSDocArray = ((AEERS.SCS.SignatureAndCorService.CorActivityType)Session[”tempScsDocuments™]).Documents. ToArr b =B References
= int index = Array.FindIndex(tempSCSDocArray, row =» row.ID == (BLLActivityID.GetActivityID("Report”, ((AEERS.DAL.Subm b Ml Service References
=3
= sy app.config
" reportlb.Text = tempSCSDocArray[index].Name; b &c* SCSldentityProof.cs
reportdocidlbl.Text = tempSCSDocArray[index].ID; b =c* SCSSecondFactor.cs
reportsigvalidatelbl.Text = (SCSsigCor.vValidateCOR(sigSCSUser, tempSCSDocArray[index]) ? "walid™ : "Not valid™); .
P &c* SCSSigCor.cs
index = index ¥ 2 == @ ? index + 1 : index - 1; b ac%. SCSUserManagement.cs
reportsiglb.Text = tempSCSDocArray[index].Name; Utility
reportdocsiglbl.Text = tempSCSDocArray[index].ID; b ] WebApp
index = Array.FindIndex(tempSCSDocArray, row => row.ID == (BLLActivityID.GetActivityID("Documentation”, ((AEERS.DAL.S
documentationlb.Text = tempSCSDocArray[index].Name;
documentationdocidlbl.Text = tempSCSDocArray[index].ID;
documentationsigvalidatelbl.Text = (SCSSigCor.ValidateCOR(sigSCSUser, tempSCSDocArray[index]) ? “"valid" : "Not valid"
index = index ¥ 2 == @ ? index + 1 : index - 13
documentationsiglb.Text = tempSCSDocArray[index].Name;
documentationdocsiglbl.Text = tempSCSDocArray[index].ID;
List <int> subIDlist = new List<int>();
subIDlist.Add(((AEERS.DAL.Submission)e.Item.Dataltem).submissions_id);
submissionstatus.Text = BLLSubmissions.GetSubmissions(subIDlist).First().SubmissionStatu.submission status;
282
203 &7
100% - 4 »
Error List i x
T - Search Error List P
Description File Line Column Project
Web Publish Activity ErrorList Qutput Find Results 1 Team Expl.. Solution E.. Class View Properties
n
Ln172 Col 47 Ch47

[xe] x
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What does SCS look like?
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ADEM AEERS - Air Emissions Electronic Reporting System

Establish Proof of Identity

As a Responsible Official, you are required to establish proof of identity using LexisNexis Services prior to

signing/submitting electronic reports through AEERS. Please verify the information below is correct before
proceeding.

User 1D: EX120@MAILINATOR.COM
First Mame: Katharine

Middle Initial:

Last Mame: Sisk

L] 1 have reviewed the name presented above and | would like to proceed with LexisNexis identity proofing.

Proceed Cancel

or click here for paper-based oplion

11



r

=2 https://secure.accurint.com/ - Verification Acknowledgement - Windows Internet Explorer provide... [ *=-|-E'-|“

Please click "OK" to perform identity verification conducted by LexisNexis®.

Canceling this process may require additional information to be provided in order to supply
sufficient proof of identity under Title 40 CFR § 3.2000({b)(5)(wvii).

LexisNexis® Privacy Policy
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ADEM AEERS - Air Emissions Electronic Reporting System

You are logged in as: ex1@mailinator.com / Log off

Report Management Submission Receipt
Signed by: Howard Wolowitz
User name: exi@mailinator.com
Submission ID: _92341841-230e-473b-0f30-2c4503bc 1018
Date signed: 6/26/2015 2:20:36 PM
-|ABC Plant
Facility Report: 2014-AirEmissionsReport.pdf
Signature Document: detached-signature xml
L Signature Validation: valid

Facility Documentation: 2074-Documentation.docx

Signature Decument: detached-signature.xml
Signature Validation: Valid
Submission Status: Submitted

g

- Email ADEM Air contact
- User Guide

- Reporting Guidance




What does SCS look like?

Whatever you want it to look like!
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How does SCS make CROMERR easier?

* Lots of code that you don’t have to write
* Much easier CROMERR checklist

* Details of storage, backups, retention, etc.
handled for you

* One account can span multiple applications by
default

16
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Lessons Learned

From a programmer perspective, SCS is fairly
straight-forward.

Submit your CROMERR application before you
think you should.

Username collisions

Test often and in every environment.
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Issues that still need to be worked out

e LexisNexis via popup often fails

* Documentation needs to be updated and in
some cases created

20



Partners Build System Tools

Using Existing Standard CROMERR Services

Register

Partner Registration

Existing /‘
/

MyProfile

Applications/Services/Roles —»

User Identity/
Credentials

—i» Prepare/Sign Reports

Partner Admin Tools
(Help Desk)

Account
Managment

‘ Repudiation

Incident
Management

UserManagementService
ChangeUserPassword
Authenticate

Shared CRO

Registration and
Account Management

UpdateUserInformation
GetEligibleQuestions
CreateUser
ChangeUserAnswers
AuthenticateUser
ChangeUserStatus
RetrieveUser

Identity Management

R Services

Signature Device

IdentityProofingService

Signature Ceremony
Copy of Record -

SignatureService
CreateActivity
AuditEvent
Authenticate
ValidateCor
Sign

SecondFactorAuthenticationService

AnswerQuestion
Authenticate
AuditEvent
GetQuestion
Authenticatelser
CreateActivity

GetResult
CreateSession
CreateActivity
Authenticate

*https://encromerrdev.epacdxnode.net/shared-cromerr-ws/services/ -

SignatureAndCorService
RepudiateCor
SignAndStoreCor
SetCorRetentionStatus
CreateActivity
StoreCor
AuditEvent
ValidateCor
Authenticate
DownloadCor

SearchForCor

«

Partner Receiving System

Prepare Forms
(Data Entry)

QA Froms

Cerify Forms

Attestation

‘ 1d/

KBQ/
Password 20-5-1

H E-Sign

? 2 Options




Partner System Tools Comprised of CROMERR System
Functions Necessary For
CROMERR Checklist Compliance

* Registration Tool
— Account Registration and Profile Management
— Electronic & Paper Identity Proofing
— Signature Device Registration
— Electronic Signature Agreement (ESA) / Signature Ceremony
— Organization / Organization Types / Role Affiliation bound to ESA
* Help Desk Tool
— Account Management/Administration
— Signature Device Management
— Application / Role Based Access Management
— Record Repudiation Administration Tool
— Electronic Signature Agreement Management
— Organization / Facility Management
*  Record Receiving System
— Out-of-Band Receipt and Incident Messaging
— Human Readable Copy of Record Transaction History



Each System Builds Dozens of System Functions

Each State/Tribe or Local Government
Partner may have multiple Systems

Each System may involve building
duplicate functions to delegate to
separate organizations, Information
Owners, Contractors, and/or Industry.

Original Services Conclusions:
- A lot of System Functions must be
built
- A lot of potentially non-standard
system functions for enforcement
- A lot of CROMERR Checklist Review
Time

Help Desk Administration, Incident Mgmt, Enforcement & Reporting Tools

Aooount Existing P News & Admin
Prre:R";g User Ao Alerts Survey Activity
A Maint. Scheduling Mgmt. Reporting

SSN
CROMERR Dataflow CROMERR Password o Instantid
Copy of Erevislien 20-5-1/ KBQ Admin Organization LexisNexis
Record Status Admin adiy |Lrj-528ée
ora voi
Repudiation Reports
Limited
Program/ ;
(CREtCE)) Facility Reatrion|  |Application Submission Sty
Administration 9 Specific Statistics
for Tools
) ) Tools
Registration

Information Owner Administration & Reporting Tools

Secount Existing Pending News & Survey = Admin.
Prreear‘u‘gg User User Alerts Mgmt. P e Activity
B Maint. Maint. Scheduling Ry Reporting

Reports

Organization Tools

Regfisiratien Sponsor Secure Group Shared Organization

Role-B ased AT e Record > 3
Sharts e Deiifor . r:r_]sacnon
Requests ©o! er vices (passwords) istory

Individual User Tools

; Secure ; Organization
" " Profile " Transaction N
Registration Ma o Mailbox e Transaction
Services History




New Shared CROMERR System Functions

New Pilot Services
for Compliance Monitoring Data Portal

Lieiflie

.
Add/Edit Group
org InBox Search
= Y 5 X Y X
Manage Search Records Ust/Oowload
Addftan - - nBox -
Usar/Org Services {aaas Mescage n-n:
v v v ¥
Search/Add Download | | Ostsy Oetal
=] = o

CMD Portal

External Portal/Application

Consultation

L and
| Access Administration




What is New?

. Enhanced Web Menu-based Shared CROMERR Services
—  Shared CROMERR Registration Tool
— Shared CROMERR Partner Help Desk Tool
—  Shared CROMERR Dataflow Help Desk Tool
—  Shared CROMERR Company Administration Tool
. New Web Services
— Single (or Reduced) Sign On Authentication/Authorization Services
— Organization Management Web Services
. Custom Partner/Dataflow Provisioning
—  Customize Privacy Notices by Provider/Partner/Program/Role
— Administrative tools to Delegate Role/Functions by Partner, and/or Role
—  Custom Home Pages and Help Services by Partner
—  Customize Electronic Signature Agreements (ESA’s) & Attestations
—  Customize Identity Proofing and Metadata Collection Requirements
—  Customize Users Control over ability to Revise/Manage their own Profiles

Completely Optional and Integrate with Existing
Services



Mock Demo

Shared CROMERR Registration



Home FAQs Help

SCS EPA Shared Services

* Master
ome

Wekome to the Environmental Protection Agency (EPA)} Shared CROMERR Services (SCS) - the Agency's electronic reporting site. The Shared CROMERR Services
concept has been defined as a central point which supplements EPA reporting systems by performing new and existing functions for recaiving legally acceptable data in
various formats, including consolidated and integrated data.

Warning Notice

EPA's Shared CROMERR Services Registration procedure is part of a United States Environmental Protection Agency (EPA) computer system,

which is for authorized use only. Unauthorized access or use of this computer system may subject violators to criminal, civil, and/or

. administrative action. All information on this computer system may be monitored, recorded, read, copied, and disclosed by and to authorized

O C a personnel for official purposes, including law enforcement. Access or use of this computer system by any person, whether authorized or
unauthorized, constitutes consent to these terms.

Privacy Statement

EPA wiill use the personal identifying information which you provide for the expressed purpose of registration to the Shared CROMERR Services
site and for updating and correcting information in internal EPA databases as necessary. The Agency will not make this information available for

O I I l e other purposes unless required by law. EPA does not sell or otherwise transfer personal information to an outside third party. [Federal Register:
March 18, 2002 (Volume 67, Number 52)][Page 12010-12013].

age .

SCS Halp Dask: £58-890-1995 | ($70) 494-5500 for callars froms Puarts Mics aad Gusss
About SCS | Fraquently Ashed Quasions | Terms snd Condifions | Comtactln




Register

* By Partner

* By Program

* By Program & Role

* Local Home Bypass
w/ parameters

\e’EPA United Sates Envvironmental Profecion Agency

Home FAQs Help

SCS EPA Shared Services

Partner | Program | Role

Register By Partner  Regster By Program

Choose a state partner

Program ID
. Bgin by typing an Enviranmazntal Partner name ar related keywards to fiker the list of available partners (2.0, Alabama,
Tems & Conditions Michigan, etc.) To continue click on the desined State Partner, '
Account Profile pearch
Account Owner Alzbama -
Organization Information Alaska
Email Validation American Samoa
Verify Identity Arizana

Signature Agreement

EbkHoma | Privey and Sacurity Mofica | Accassibiiny
504 Halp Drash: 22-£90- 1995 | ($70) 494-5500 for calbars lroms Puario Bico and Guam

Mot SC8 | Fricymisiy kb Quiiioad | Tarsid dnd Condifisas | Costict i



Register

By Partner
By Program
By Program
& Role

Local Home
Bypass w/
parameters

(s
\"EPA Unied Staes Envvironmental Protection Agency

Home FAQs Help

SCS EPA Shared Sarvices

Partner | Program | Role

Choose a program

Program ID
. Type a service related keywords to fiker the list of available programs (2.9, Compliance, Portal, 2tc.) To continue click on the
Terms & Conditions desired Program, g
Account Profile earch
ST CMDP-DEV: Compliance Monitoring Data Portal - Dev
Organization Information CMDP-PREP: Compliance Monitoring Data Portal - Prep
Email Validation CMDP-STAGE: Compliance Monitoring Data Portal - Stage
Verify Identity CMDP-TEST: Compliancs ring Data Portal - Test
Signature Agreement

EPA Hoia | Privacy and Secerity bofics | Accumbiity

S04 Hadp Dk 8001995 | {$78) 485500 for calbars froes Proiris Mico med G
Mot 368 | Fragtsily kikid Quidions | Tarsd dnd Condiions | Contictls



n
\-’EPA Unifed Staies Environmental Profedion Agency

Home FAQs Help

Registe r SC: EPA Shared Services

Partner | Program | Rele
Erner PR Choose a state partner » Alzbama

* By Partner |
Tems & Conditiors Choose a program * CMDP-DEV: Compliance Monitoring Data Portal - Dev
Account Profile

Account Qwner

. B y P r 0 g r a I I I Organization Information To continue please sslect a Role and then press the continue button that will appear once 2 role i sslected,

Email Validation Private Lab Cercfier

Verify Identity Private Lab CMDP Administrator

° By P rog ra m & Signature Agreement Pa: Lab P_—:nj-_
Role

* Local Home Bypass w/
pa ra mete rS State Lab Certifier

State Lab CMDP Administrator

* Local Home Page
Skips Here

PWS CMDP Administrator

PWS Preparer




s}
\'IEPA Unified Stz Envvironmenial Profecion Agency

Home FAQs Help

SCS EPA Shared Services

Partner | Program | Role »

Enter Account Identity Information, {Passwaords must be 2 minimum of § alpha-numeric characters (o spaces or special

Program 1D+ characters) and contain at keast 1 of sach of the following: uppercase character, lowercase character, number, Passwords may
not begin with a number nor contain the word "password” nor contain your User Name.) A required field is indicated with an

Tams & Conditions + astarisk {*).

Account tembette
- L nt
i itle v
P rO I e Organization Information Title | T |
First Name * First Name

Email Validation
Middle Initial

Organizations e —

Email Address * Ema

L]
E mai | Canfem Emait*

Verification N
ldentity R

Confirm Password *

Proofing

v
Security Answer 1 *
: Security Question 2 * v
Slgnatu re Security Answer 2 *
v

Security Question 3 *

Agreements -

S o




Many more features

* |d Proofing by Partner, Dataflow, Role

* Organization Web Services allow
Partners to own and manage their
Organization tables (or share)

* Both Roles and Organizations
Optionally Managed by Type so only
certain roles see certain Organizations
or certain organizations for a specific
partner.



Summary
* New Services and Functions

e Standard Web Services AND Standard Functions
 Reduced CROMERR Checklist Review

Shared Admin Tools
(Help Desk)

Acrount _—
[ " Repudiation

B

Incident
Management

UserManagementService
ChangellserPassword
Authenticate
UpdateUserinformation

GetkligibleQuestions

AuthenticatelUser
ChangelserStatus
Retrievellser

Signature Device

SecondFactorAuthenticationSendoe

Identity Management

IdentityProcfingService
GetResult
CreateSession
CreateActivivy

Authenticate

CreateActivity

SignatureService
CreateActivity
AuditEvent
Authenticate
WalidateCor

Sign

*https://encromerrdev.epacdunode.net/shared-cromerr-ws/services/

SignatureAndCaorService
Rep
SignAndSroreCor
SetCorReter
CreateActivity

iateCor

onStatus

StoreCor
AuditEvent
ValidateCor
Authenticate

DownleadCor

SearchForCor

* 2 Options

e Shared CROMERR Registration
ser
Register =TT T s = === === =T - ._ _______________
. . I User Identity/ | .
Eﬂ‘,‘:?‘ > Applications/Services/Roles ‘_ql Credentials ; Prepare/Sign Reports
My Profile -
Shared CRO R Services
Registration and Signature Ceremony
Account Management Copy of Record -

Shared Record Management

Prepare Forms
{Thata Eniry)

Cerifly Forms

1a/ K1)/
|ll—-m-ﬂ P H E-Siggm I




References and Documentation:

SCS Documentation: http://www.exchangenetwork.net/shared-cromerr-services-ipt/

SCS Demo Tool: https://dev.epacdx.net/SharedCromerrServicesDemo

MILESTONES
SCS State Registration:

SCS Owner Administration

SCS Organization Administration [ In Development Oct. 1, 2015
(e.g. Sponsorship) Production Goal Jan. 2016

SCS Reduced Sign On
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Shared CROMERR Appendix



Flexible Reglstratlon

Base Registration
- - -— - r ---------- -— - I -------
Rale Iy, v Dty £ hrgamizaiiom LETETTT Wald
npten

Existing _ 1 Presiders . -,
e e

IH!P"EﬂlE - "

Policy Based Services
Previoms ESA and Prosiing meeis Asoramee Levels

X kK *
§ LU || PRETY [ - .

Tebenii Sharrd Rasimess gl W FIS T || e
A — A R by e Beviee || Sigmaimre Rale Ledier ::-: Mg Mgt

Agrrrmenl Spansery Rgrecmen

bl | il [ETENT| AR it e '

Paymeni

{option} || (option) | [aption) |{[opticn) || (option) || (option) || (option] | | [option) | | [aption) || (option) || option] | (opticn)

Comtial B rate 58 Cantral IdPeccfing  Businens CEOMERA  loghorkeand  Sprfefign  Delegae Signfe-Sign

turaree gl Medededid purinen Lewel2}  Frooling mmghark  sdpagnest  (ROMEFR  Orgmbafion  CROMERE Chrvsel [ipsniian, RIRMSa, So0.00s,
Wartity & by Pasefiag CROMERL Ll T Enrabadgs  arsatiente  wnghat  AMisn & campliart Conhdenie Leveb: fos Ervities bjec
proaling piahen mdl e Amweee  arsbowe Basede  BindtoESK Electronic. Aok Spomsm

beyand ":""h"'“ p— Jeists  Sgeass  mdRee Sqetn sprovlt Lattins

Lerwel | ereail :l"lﬂ! andfaruied (L] Hgresmerh  Crpwhirien Complanantay
[Papeselec | (Papen/Blec ) Vieh feninm

* Implemented

*
Ability to Customize Registration, Skip (or hide) menus



SCS Updates and Improvem

ents

Shared CROMERR Projects (19*)

* Over 19 States have tested ——
or are now using Shared S —
CROMERR Services bl

* Two systems are managed :
in Production

* Major New Services are S oy enas ne=wll B 11 ALOC Y
becoming available that 2
drastically reduce effort

* Compliance Monitoring
Data (CMD) Portal Pilot

| T I
B @ EE 0
[¢]




Flexible Registration

Skip (or hide) menus (context variables)

New SN Base Registration EmaikConfimati
User ¥ \1)
Register ariees Program L |User |dentity/ Organization 7
Category Credential Contact Information
P option > i
Existing foption) (option] TS0 Provider/ Custom tion) foetops
User Edit OPtion) Ty gm Domain_| |_ Companyid [°P"°"
y
Policy Based Services
Previous ESA and Proofing meets Assurance Levels
1)
SSN i . .
I dentity Shared Business || cantiq ﬁ:;fla:ﬁ's: eSignature| |eSignature||Electronic| | External Sponsor orgld FRS1d || object Id
Assurance || Assurances || Assurance Device Device Signature Role Letter Mgmt Mgmt Mgmt
. Agreement Sponsors Agreement
Leds i Lexis | 5051 ||Bankcard|| (ESA)
Nexis Nexis
Payment
(option) || (option) || (option) ||(option) || (option) || (option) || (option) (option) (option) (option) || (option) || (option)
Control Eliminate X Control 1d Proofing  Business CROMERR  Loghankcard  Sign/e-Sign sign/e-Sign » -
Assuranceof  Redundantid  Business level2/  Proofing  compliant andpayment CROMERR CROMERR Control Definition, Affillation, Source,
Identity &hbusiness Proofing CROMERR Level2 Knowledge transactionto  compliant compliant Confidence Levels for Entities/Objects
proofing proofing,and/  pourance  Assurance  orabove Basede-  bindtoESA Electronic Sponsor
beyond °;3::‘::K°"’“ searched Assurance  Signature  and Forms Signature approval to Letters
Level Lemail oo 1 and/or used Device Agreements  Organizations Complementary
(Paper/Elec.) (Paper/Elec.) Web Services

Design Path to support additional shared services as they are
constructed and integrated into Shared CROMERR Registration




