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1 Component Alignment

1.1 Flow Component Versions Currently Supported

	Component
	Version(s) Supported
	Explanation 

	FCD
	1.0
	Captures the detailed data exchange processing rules governing the data exchange using narrative text, diagrams and examples.

	Schema
	1.0
	Defines the form and structure of the ER3 data being exchanged.

	DET
	1.0
	Lists each data element in the ER3 schema with definitions, validation rules, acceptable values, and example content.
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3 Introduction
3.1 Flow Identification

Flow Name: ER3
Flow Owner: Great Lakes Commission
Flow Owner Contact Information: Stuart Eddy, seddy@glc.org
3.2 Background

The Environmental Response Resource Registry (ER3) is an open platform information system designed in conjunction with the Great Lakes Commission (GLC), Michigan DEQ, Wisconsin DNR, and enfoTech & Consulting Inc. to share and exchange response resource data among the spill response community. The ER3 system is intended to support the ability to access and identify potential resource providers, and retrieve up-to-date resource data submitted by various resource providers such as local, state, federal, regional, tribe, and commercial entities to the central ER3 database in the event of a spill accident.

The ER3 system consists of and leverages the following tools:

· Centralized ER3 database
· ER3 Web Application, which allows registered users to submit, update, track, and manage data via a user-friendly graphical user interface

· EN Browser to allow users to discover, search for, download, and analyze response resource data

3.3 Data Flow Overview

The ER3 FCD identifies:

· How to submit data to the ER3 database through a Node Client web service upload or Node-to-Node submission
· Solicit Service supported by the ER3 Node
The ER3 system was developed to allow users to submit data to the ER3 central database through both Web Service and Node submissions. This document describes the process for:

· Using the EN Node Client application user interface to submit data to the ER3 database

· Submitting data through Node-to-Node communication via a defined ER3 submit web service

This document should be used in conjunction with the:

· ER3 Schema Definition (.xsd) files

· ER3 Data Element Template (DET)

3.4 Flow Access and Security

The ER3 system is a centralized response resource inventory that is designed to allow resource providers within the Great Lakes region to share their resource availability in a standard format. To submit data to the ER3 inventory, flow implementers must have a valid NAAS account or establish a local GLC Node user account with the ER3 Node Admin.
3.5 Flow-level Business Rules

Current Business Rules: None other than those documented in the ER3 Schema and DET.
Fault Follow-up Actions: The ER3 Node validates the submitter’s data file against the ER3 Schema structure and business.  Errors identified by the ER3 Node are emailed to the data submitter in CSV format.
3.6 Assumptions

The following assumptions have been identified for this FCD:

· The data provider must  maintain their data in a database or  electronic format that can be mapped to the ER3 data schema
· The data provider must use the ER3 data schema for electronic data transfer (e.g. XML)

· The data provider will be responsible for mapping data to the ER3 schema, and for developing the required stored procedures to extract data from their source databases and generate an XML data file that conforms to the ER3 schema 
· The data provider will be responsible for obtaining the appropriate NAAS credentials for the automated data exchange
· The data provider will use the appropriate EN procedures to authenticate, submit, and track data files submitted to the ER3 Node
4 Data Processing

4.1 Data Submission Options

Data providers will possess the ability to electronically send response resource data to the ER3 database via the following options:

a. Web Service Upload Submission (via the EN-Node Client user interface)

b. Node to Node submission

An overview of the submission options are illustrated in the diagram below.
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Note: In order to successfully submit data to the ER3 database, the data provider must produce an XML data file that conforms to the ER3 data schema.

4.1.1 Web Service Upload Submissions
4.1.1.1 Overview

Data providers have the option of submitting data to the ER3 database via web service upload through the EN-Node Client tool.
The Node Client is a simple web-based interface that allows individuals to invoke the Node 2.0 Web Services on any Node, including their own node. The EN-Node Client is hosted by the GLC, and can be accessed at the following URL address: https://www.er3exchange.net/NodeClient/Pages/Authenticate.aspx
4.1.1.2 Submission Procedure

The procedure for submitting data to the ER3 Node via the EN-Node Client is outlined below.
The data submitter may use the GLC’s Node Client tool or any other Node Client tool that adheres to the Exchange Network’s 2.1 Node specifications to upload data to the ER3 system.

1. Authenticate: Before making a service request, the user must first authenticate to NAAS by providing the proper username and password and obtaining a security token as “proof of identity”. 
In addition, the user should specify the GLC’s Node address endpoint.

If you are using the GLC Node Client tool, please select http://localhost/NodeWebservices/NodeServices2.asmx from the “Select a Node Address” dropdown list.

If you are using your own Node Client tool, please enter https://www.er3exchange.net/NodeWebservices/NodeServices2.asmx as the ER3 Node address endpoint.
A sample screen illustrating the above process is provided below.
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2. Submit: Once a valid security token has been obtained, the user can send the dataset to the ER3 Node by using the “Submit” web service. The following information should be specified when submitting the request:

· Node Address: This will automatically be populated based on the Node address that was specified in the Authentication step

· Security Token: This field will automatically be populated with the security token received from the Authenticate service call. 

· Transaction ID: Leave this field blank
· Data flow: The name of the target data flow is “ER3Submit”.  
· Flow Operation: Leave this field blank.

· Recipient: Input your email address here.  The ER3 Node will send the submission processing results to the email address specified for this parameter.
· Notification URI: Leave this field blank

· Notification Type:  N/A
· File 1: Click the Browser button to upload the XML data set file.  You may indicate the file format by selecting the appropriate file type in the “File Type” dropdown list.  Both .zip and xml formats are supported.

· File 2: Leave this field blank

· File 3: Leave this field blank
A sample screen is shown below.
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3. Processing Report: After the ER3 Node processes the submission request, it will send an email containing the processing report results to the email address identified in the Recipient parameter.
4.1.2 Node Submission

4.1.2.1 Overview
Data providers will also have the option of sending data to the ER3 database through Node-to-Node submissions. 

Prior to submitting the response resource data to the ER3 database via the Node user interface, the data provider will be responsible for:

· Mapping data elements from their source tables to the ER3 Schema DET file

· Developing the appropriate stored procedures to extract the data from their source tables, and generating the data in an XML format that conforms to the ER3 Schema

4.1.2.2 Node Submission Processing

Before an ER3 submission is made to the GLC Node, a Node user must register with the Network Authentication and Authorization Service (NAAS) and obtain a user account.

You may contact the CDX Node Help Desk (nodehelpdesk@epacdx.net) to request a NAAS account.

Submission of the ER3 data XML file to the GLC Node follows these processing steps:

1. The originating Node calls the authenticate method to initiate a session with the GLC Node.

a. A security token is returned to the originating Node if the authentication is successful.

2. The ER3 Submit (e.g. ER3Submit) service is called to submit the ER3 XML file for processing.

a. A transaction ID is returned, indicating that the file transfer was successful.

3. The submission file is received and archived at the GLC Node.

a. The status of the submission is updated to “Received”

4. The XML file undergoes validation.

a. If the file processes without errors, the status of the transaction will be updated to “Completed”

b. If the file processes with errors, the status of the transaction will be updated to “Failed”.

5. An email is sent to the submitter notifying him/her of the final status of the submission (“Failed” or “Completed”).  If the status is “Failed”, an error processing report will be attached to the email.  

4.2 ER3Submit (Node-to-Node)
The ER3 data processing services are designed to allow authorized users to electronically submit their response resource inventory data to the ER3 system. Users must have NAAS authorization as well as authorization from the ER3 Node Admin in order to perform these services.
4.2.1 ER3Submit
Type: Submit
Data Service-level Business Rules: N/A
Supported Document Format Types: .zip and .xml

XML Header Usage:  The Exchange Network Header version 2.0 is required for documents submitted with this service. A description of the required Header elements is provided below.
	Header Section 

	Element
	Description
	Example Value
	Required?
	Notes / Comments

	AuthorName:
	Originator of the document.  This should be the name of a person or a network node ID if the document is automatically generated.
	John Doe
	Yes
	

	OrganizationName:
	The organization to which the author belongs.  It may be a state name, an organization name or a company name.  For submissions to the CDX node, this should be the name of the organization.
	Wisconsin DNR
	Yes
	

	DocumentTitle: 
	Title of the document.
	ER3 
	Yes
	

	CreationDateTime:
	This is a timestamp that marks when the document, including payloads and header part, was created.
	2009-01-01T12:12:12
	Yes
	

	Comments:
	Additional comments for processors.
	
	No
	

	DataFlowName
	The name of the dataflow
	ER3
	No
	

	SenderContact:
	The sender’s additional contact information.  It could contain sender’s electronic address and/or telephone numbers where the author can be reached.
	555-555-5555, John.Doe@wisconsin.gov
	No
	

	SenderAddress:
	A well-formed URI where result/report can be sent.  Currently the Network will make use of the Notification mechanism at the Document Level as described in the Protocol and Specification.  Note that this could contain multiple addresses, including that of the submitter and/or other technical people related to contents of the payload.
	John.Doe@wisconsin.gov
	No
	

	Payload  Section

	Element
	Description
	Example Value
	Required?
	Notes / Comments

	Payload Operation Attribute
	Operation to be performed on the payload. Multiple values are not allowed.  Only complete refreshes are supported.
	Must be ”Refresh”

	Yes
	‘Refresh’: The data set contains a complete refresh of the existing database or tables.  It typically requires the target database to purge all the existing record and then insert the data set.


An example header is shown below:

<hdr:Document xmlns:hdr="http://www.exchangenetwork.net/schema/header/2" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="http://www.exchangenetwork.net/schema/header/2 http://www.exchangenetwork.net/schema/header/2/header_v2.0.xsd" id="WIDNR601">

<hdr:Header>


<hdr:AuthorName>Tom Aten</hdr:AuthorName>


<hdr:OrganizationName>WIDNR</hdr:OrganizationName>


<hdr:DocumentTitle>ER3</hdr:DocumentTitle>


<hdr:CreationDateTime>2013-12-02T12:47:05</hdr:CreationDateTime>


<hdr:Comment>Example Submission</hdr:Comment>


<hdr:DataFlowName>ER3</hdr:DataFlowName>


<hdr:DataServiceName/>


<hdr:SenderContact>555-555-5555 abc@wisconsin.gov</hdr:SenderContact>


<hdr:SenderAddress>abc@wisconsin.gov</hdr:SenderAddress>

</hdr:Header>

<hdr:Payload id="WIDNR602" operation="Refresh">


<ER3:ER3 xmlns:ER3="http://www.exchangenetwork.net/schema/ER3/1" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:sc="urn:us:net:exchangenetwork:sc:1:0" xsi:schemaLocation="http://www.exchangenetwork.net/schema/ER3/1 index.xsd">



Payload data goes here...



</ER3:ER3>

</hdr:Payload>
</hdr:Document>
Payload Requirements:

1. The ER3 payload must contain a single data file.
2. The ER3 payload must be wrapped in a specified Header Document.

3. Data must conform to the ER3_ER3_v1.0.xsd format requirements.

4.2.1.1  Request

Input: The input document must conform to the ER3 Schema v1.0. The submitted input document may be XML, or the same XML document in ZIP format.
Dataflow Name: ER3
Flow Operation: ER3Submit
Recipient: Your email address
NotificationURI: N/A
4.2.1.2  Response

Return on Success: The ER3 Node will generate a unique transaction ID for each Submit request that it receives. The transaction ID will enable the data submitter to track the status of the submission. After submitting data to the ER3 Node through the ER3Submit service, users may track their data by sending a GetStatus web service request to the ER3 Node or wait for the ER3 Node to email the processing report results to the email address specified for the Recipient parameter.
Return on Fail: A Simple Object Access Protocol (SOAP) error message
5 Data Publishing
5.1 ER3 Data Solicit Service
One primary solicit web service request will be defined to enable users to search for and retrieve response resource data from the ER3 system. A description of the solicit web service is provided in the table below.

The service defined below will be registered on the Exchange Network Discovery Service (ENDS) and available in the Exchange Network Browser (ENB) for discovery.

5.1.1 GetResponseResourceData_v2.0
Type: Solicit
Data Service-level Business Rules: N/A
XML Header Usage:  N/A
5.1.1.1 Request

Dataflow: ER3
Request: GetResponseResourceData_v2.0
RowId: N/A
maxRows: N/A
Parameters: 
	Category
	Position
	Name
	Data Type
	Required?
	Occurrence
	Notes and Examples

	Geography 
	1
	Latitude


	decimal
	Optional
	1
	Latitude: Latitude measure, in decimal degrees, from which to return raw data.

Example: 

Latitude: 39.1360080460946 

	
	2
	Longitude
	decimal
	Optional
	1
	Longitude: Longitude measure in decimal degrees, from which to return raw data. 

Example: 

Longitude: -87.628238419907

	
	3
	Within (miles)
	decimal
	Optional
	1
	Within (miles): Distance from the center of the radius in miles.

Example: 

Within (miles): 35.51    

	Location
	4
	State
	string
	Optional
	1
	Example: 

State: Michigan    

	
	5
	City
	string
	Optional
	1
	Example: 

City: Ann Arbor    

	
	6
	County
	string
	Optional
	1
	

	
	7
	Service Area
	string
	Optional
	1
	

	Response Type Certification
	8
	Response Type Certification
	string
	Optional
	1
	Example: FIREFIGHTING, HAZMAT, etc.

	Resource


	9
	Resource Kind
	string
	Optional
	1
	Allows the user to filter search results to only include personnel skills, equipment, or both

Example: Personnel, Equipment, or Both

	
	10
	Resource Category
	string
	Optional
	1
	Example: Spill Containment

	
	11
	Resource Subcategory
	string
	Optional
	1
	Example: Boom

	
	12
	Resource Type
	string
	Optional
	1
	Example: Absorbent

	
	13
	Resource Name
	string
	Optional
	1
	Example: 1000’ Absorbent Boom

	
	14
	Status
	string
	Optional
	1
	Example: Available or Unavailable


Note: wildcards will not be supported for the above parameters. Parameters may also be subject to change as the project progresses.

Return Method: 

· The ER3 Node will return a unique transaction ID value to the data requestor.  The data submitter may use this transaction ID to invoke a Download web service call to the ER3 Node to retrieve the XML data file.
Payload Format: 
The return sent to the data consumer will be 1 XML instance document conforming to the ER3 v1.0 schema. This instance document will include results matching the input parameters supplied by the data requester.

Data Service-level Business Rules: None defined at this time

Error Conditions and Fault Follow-up Actions: None defined at this time
XML Header Usage:  None
5.1.1.2 Response

Response: A transaction item will be provided once the request is received by the ER3 Node. The data submitter may invoke a Download web service call to retrieve the XML file from the ER3 Node.
RowID: N/A
RowCount: N/A
6 Schema Information

6.1 Schema Structure

The ER3 consists of the following major modules:

· Organization

· Site

· Contact

· Resource

An overview of each of these blocks is provided in the Schema diagrams below.

6.1.1 ER3 Organization Block
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6.1.2 ER3 Site Block
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6.1.3 Contact
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6.1.4 ER3 Resource Block
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� When developing the stored procedures to generate the XML data file, data providers should follow and utilize the list of standardized ER3 reference values.  The reference values can be downloaded here: � HYPERLINK "https://sites.google.com/site/er3wiki/file-cabinet" �https://sites.google.com/site/er3wiki/file-cabinet� 
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