


Authentication

Breaking down the APIs

Options for Data Access

Reporting Tools

Updating Existing Applications



Response includes id, access, 
and refresh tokens

The service validates the 
request and returns a 

response

A POST request is sent to the 
token endpoint

*Adapted from https://curity.io/resources/learn/openid-code-flow/



HTTP Request Headers
Content-Type: application/x-www-form-urlencoded,

HTTP Request Body
grant_type: password

Username: <<client_id>>~NONMFA

Password: <<client_secret>>

URL: https://dwsfties-uat-api.epa.gov/api/auth/realms/sdwismod/protocol/openid-connect/token
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PostgREST
• Direct to database
• Only supports GET requests (Read-only)
• Can perform queries directly on APIs 

(https://docs.postgrest.org/en/v12/references/api.html)
• Returns an array of JSON objects

Microservices
• Separated into functional areas (e.g., inventory, legal entity, etc.)
• Supports all API operations
• GET request support multiple filters, pagination, and sorting
• Accepts and sends data via JSON response objects.
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• https://dwsfties-uat-api.epa.gov:443/api/db/<<endpoint>>
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• DIRECT CONSUMPTION

• LOCAL DATA REPOSITORY

• HYBRID APPROACH
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Generalized design and 
minimal setup allows for 
easy sharing

Supports publishing to 
online workspace

Can connect to 
multiple endpoints from 
a single API at once

Credentials are stored 
by Power BI
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